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Seeing Around Corners

It’s no secret that cyber threats are escalating as they become more sophisticated
in the healthcare space — and so is the task of managing security risks that arise
from an ever-evolving threat landscape. With the costs of cyber-attacks constantly
increasing, it is essential to shore up complex, often antiquated infrastructure and
security gaps across the care continuum.

Intraprise Health set out to reimage cybersecurity programs by replacing the
commonly fragmented, laborious status quo of cybersecurity and compliance
practices with a robust, intelligent risk management platform and services built
upon four pillars:

¢ Unified risk register and dynamic management
* Agnostic risk frameworks/methodologies

¢ Interoperability through standards-based API

e Security services

Building Blocks for a Solid Cybersecurity Foundation

Dynamically centralize all risks layers into one
view for monitoring, corrective action, and
remediation by area specialists

Integrate multiple industry risk management
frameworks to amplify readiness and

Agnostic Risk remediation

Aggregate and normalize external insights
via APIs for a consolidated risk outlook

Leverage optimization and assessor
support to amplify security programs

Interoperability

Services

The lack of an integrated risk view leaves you blind to potential threats and
vulnerabilities. Risk management isn’t straight forward. It involves multiple levels
of risk from physical, technical, administrative to third-party and, most importantly,
impacts patient safety. Our powerful platform is designed for healthcare. It delivers
a comprehensive approach to risk management, compliance, and data protection.
Build a stronger cybersecurity program with BluePrint Protect™ Integrated Risk
Management (IRM).

IntrapriseHealth.com

Level up your
cyber program

Cyber Insurance
premiums surged

50%

in 2022

88%
of boards of directors
view cybersecurity as
a business risk

|dentifying hidden
vulnerabilities and
risks is the

#1

concern among
health IT executives

Healthcare
comprises

23%

of lawsuits due to
data breaches

@ Intraprise HEALTH



OCO

A Single, Comprehensive Risk View

The healthcare industry is subject to multiple critical regulatory and compliance frameworks, making it vital to
have a risk management platform that can both ensure compliance and minimize the risk of data compromise.
With the vast amount of data that healthcare organizations collect, store, and transmit, it is nearly impossible
to accomplish an effective 360-degree view to manage risks effectively without an integrated risk management
solution — until now.

The scalable and customizable BluePrint Protect Integrated Risk Management (IRM) platform enables
healthcare organizations to comprehensively view risk across complex organizations without compromising
due to limitations of time or funds — identifying, assessing, and prioritizing both internal and vendor risks,
while ensuring mitigation assignments are effective. Traditional measures to audit compliance to frameworks
like NIST, HITRUST, or even HIPAA paint only part of the picture. It’s only with a holistic view using the power
of BluePrint Protect IRM that you can then visualize, measure, audit, and act upon your organizational
vulnerability profile.

¢ Unified view of risk that integrates previously siloed assessments — both internal and third-party risk and
compliance

» Consolidated view for more effective risk remediation
* Frictionless collaboration tools for departmental, client, and vendor teams
* Single, actionable report provides risk quantification for cyber insurance auditors and providers

Strengthen your
comprehensive risk
posture

Centrally view risk levels,
corrective actions and
risk-management
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Eliminate manual third-
party risk assessment

Automated, guided

assessments reduce risks
and strengthen continuous
threat monitoring

Establishing Resilience Against Third-Party Risk

Let’s face it, managing third-party risk is challenging. Third party risk auditing is usually wrought with
inefficiencies, manual tracking on spreadsheets and emails, and blind spots due to team bandwidth. By
facilitating vendor questionnaires within the platform and integrating into an IRM view, Intraprise Health’s
BluePrint Protect Third Party Risk Management (TPRM) solution provides additional insights into how third-
party risk affects your overall security and compliance posture — and enables you to measure and maintain
every vendor risk profile, without the headache.

¢ Health tech, loT and medical device vendor assessments in a single platform, mapped to industry standards
to ensure adherence to compliance frameworks (HIPAA, NIST, MDS-2)

* Right-sized vendor questionnaires with real-time, online collaboration, and automated “cradle-to-grave”
remediation management

* Visibility to the entire portfolio of third-party systems risk easing your audit woes and ensuring you have an
accurate understanding of external risk posture

* On demand reporting to support Cyber Insurance third-party risk coverage

100%

Coverage for Your
Third-Party
Portfolio

50%+

3X

Faster Assessment
Completion Time

Reduction in Assessment
Questions (with Rapid
Assessment)
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HIPAA Compliance Made Easy

Healthcare IT and risk leaders understand the critical nature
of HIPAA, yet for many of us, Security Risk Assessments (SRAs)
remain an arduous and therefore costly event. Purposefully-
built to eliminate the burdens associated with SRA execution
and remediation, HIPAA One™ Automated SRA Platform
fortifies defenses and creates a semi-automated process to
eliminate gaps in your proverbial fortress.

Healthcare’s matrixed infrastructure makes it challenging to
identify vulnerabilities in enterprise and individual locations.
HIPAA One consolidates tracking — streamlining multi-
location assessments and providing real-time reporting and analytics across every hospital, clinic, SNF, and
other affiliated lines of business. Organizations can complete their SRA independently or leverage an Intraprise
Health certified assessor and track historical remediation and action. Rest easy knowing that your organization
is on the most efficient path to HIPAA compliance and reduced risk of compromise.

o Reflexive Question Engine allows questions to be assigned
to multiple delegates to answer specific interview questions
based on role (HR, IT, Security, Facilities, etc.)

¢ Centralizes real-time enterprise insights and reporting for
more informed decision making

» Automated team collaboration and delegation
* Questioning engine helps users navigate HIPAA regulations

e Track risk using OCR audit protocols and NIST
methodologies

* Robust library of policy and procedure templates and tools
required to maintain compliance

Using Intraprise Health’s HIPAA One software is easy and
straightforward. | like the fact that it helps me stay up to date with

any industry legislative changes. We feel like we finally have a good
program in place that gives me the reassurance | need that | am staying
up-to-date and HIPAA compliant.

HIPAA One Software Customer - Compliance Officer

IntrapriseHealth.com @ Intraprise HEALTH



OCO

HITRUST and NIST Framework Adoption Readiness

Looking for peace of mind? Whether you’re a Business Associate, a healthcare organization or payer, adopting a
cybersecurity framework provides additional guidance, best practices, and protection to your security program.

Managing Risk and Compliance with HITRUST

From its very beginning, Intraprise Health has been committed to becoming the . * o
leading HITRUST Assessor in the country, and in 2011, the company became A HITRUST
the first 100% healthcare-focused HITRUST Certified Assessor.

For over 10 years, we have guided hundreds of healthcare organizations X 7
including tech startups, multinational companies, hospitals, health systems and AUTHORIZED
insurers to achieve a successful certification.

EXTERNAL ASSESSOR

The results? A track record of 100% successful first-time certification

submissions. Over time we have honed our approach and methodology to develop industry-leading
expertise on CSF adoption and certification. We work with you to determine which HITRUST CSF that best
fits your organization:

© HITRUST Essentials, 1-Year (el) Validated Assessment
¢ HITRUST Implemented, 1-Year (i1) Validated Assessment
© HITRUST Risk-based, 2-Year (r2) Validated Assessment

NIST Expertise You Can Rely On

The journey to implementing the NIST Cybersecurity Framework
has never been so easy. Intraprise Health’s NIST Assessment
Platform aligns cybersecurity and privacy programs for hospitals,
payers, and large healthcare organizations to identify and
prioritize risks while amplifying your ability to respond to and
recover from an attack.

—— . .
Designed by NIST healthcare experts, our platform streamlines

evidence collection, pinpoints gaps, and delivers on-demand recommendations and reporting on how
to mature your cybersecurity program. There are three implementation pathways to choose from: Self
Assessment, Facilitated Assessment, and Managed Services Assessment.

Add proven security strategies to your cybersecurity program today.
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About Us

Intraprise Health, healthcare’s leading compliance and cybersecurity
organization, provides holistic visualization of your compliance and
security posture. Our comprehensive services, backed by automation,
rapidly integrate in native environments, yielding a comprehensive
view of risk - spanning adherence to compliance frameworks,
cybersecurity vulnerabilities, and third-party risk. Eliminate blind spots
with Intraprise — the fifth HITRUST assessor since 2011.

Our demo won’t cost you,
but complacency will

Request a Consultation

IntrapriseHealth.com
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